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ABSTRACT

Common web services have been continuously targeted by hackers due to an access control policy that must be allowed
to an unspecified number of people. In order to cope with this situation, companies regularly check web vulnerabilities and
take measures according to the risk of discovered vulnerabilities. The risk of these web vulnerabilities is calculated through
preliminary statistics and self-evaluation of domestic and foreign related organizations. However, unlike static diagnosis such
as security setting and source code, web vulnerability check is performed through dynamic diagnosis. Even with the same
vulnerability item, various attack results can be derived, and the degree of risk may vary depending on the subject of
diagnosis and the environment. In this respect, the predefined risk level may be different from that of the actual
vulnerability. In this paper, to improve this point, we present a web vulnerability risk assessment model based on the attack
result centering on the cyber kill chain.

Keywords: Web vulnerability, Risk assessment, Cyber Kill Chain
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Table 1. ENISA Threat Landscape 2020
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Table 2. OWASP Top 10 - 2017 Details About

Risk Factors
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Table 3. Major information and communication

infrastructure
Check List Importance
Buffer overflow High
Format string High
LDAP injection High
OS command injection High
SQL injection High
SSI injection High
XPath injection High
Directory indexing High
Information leak High
Malicious content High
Cross-site scripting High
Weak string strength High
Insufficient authentication High
Weak password recovery High
Cross-site request forgery High
Session prediction High
Insufficient authorization High
Insufficient session expiration High
Session pinning High
Automated attack High
Missing process validation High
File upload High
File download High
Admin page exposure High
Path trace High
Location disclosure High
Data plain text transmission High

Cookie tampering

High
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Table 4. KISA

Homepage

Vulnerability

Diagnosis/Removal Guide Items

Vulnerability item

Attack damage

OS command injection

Control of the system

SQL injection

DB information leakage

XPath injection

User authentication
bypass

Information leakage

Server information
exposure

Malicious content

Malware infection

Cross Site Script
(XSS)

Session Hijacking
Malware spread

Weak string strength

User account hijacking

Inadequate
certification and
accreditation

Taking over
administrator privileges

Weak password
recovery

User account hijacking

Insufficient Session
Management

Stealing user rights

Cross-site request
forgery

Stealing user rights

Automated attack

System overload

File upload

Control of the system
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Table 5. NIS 8 Vulnerability Items

Path tracking and file
download

Expose web server
information

Data plain text
transmission

Disclosure of sensitive
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Cookie tampering

Stealing user rights

URL/parameter
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Stealing user rights

Directory indexing
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Web service method
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Table 6. Cyber Kill Chain Model(12)

Cyber Kill .
Step Chain Explanation
. Attack target and
1 Reconnaissance .
target selection
2 Weaponization Preparing Cyber
Weapons
Delivering cyber
3 Delievery weapons to target
systems
Using vulnerabilities
4 Exploitation to operate cyber
weapons
Install malicious
5 Installation programs on the
target system
Command and Build a channel for
6 .
Control remote operation
7 Actions on Achieving the
Objectives intended purpose
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Table 7. Integrated web vulnerabilities

(2021. 8) 785
Category | Attack - Attack
(Prerisk) | method Vlhmerzloility damage
Directory
AG: indexing Information
Security Web Location disclosure
Misconfi server disclosure
guration config Web Control of
(6) method the
WebDAV system
AT: Input- XSS Hijacking
XSS b thorit
6) ase OSRF authority
AO: Tech note
Vuln- Web 7ero board | Correspon
Compone server ding
nts S/W ote result
(4.7)

Category | Attack Vulnerabilit Attack
(Prerisk) | method Y damage
Control of
SQL the DB
03 Control of
the
Input- Command
system
base
Al: Buffer
S Overflow Information
Injection .
Format disclosure
(8) .
String
LDAP Bypass
Specific XPath |__auth
Control of
feature
381 the
system
Weak
string
. strength
Disable Weak Account
authen
L password takeover
tication
recovery
Az N ttadh
Authenti -
. Session
cation .
I prediction
Session
Session pinning .. .
— Hijacking
manage | Insufficient .
. authority
ment session
expiration
Cookie
tampering
Inform | Information
A3: ation leak
Sens. disclos | Admin page Information
Data ure exposure disclosure
Exposure | Session | Data plain
(7N manage text
ment transmission
A4: Specifi Control of
XXE pectiie XXE the
feature
(7) system
Missing
process c
A5: URL/param v
Broken tampering
Access Path.trace Information
Control File disclosure
(6) Input- download
base Control of
File upload the

system
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Fig. 2. Cyber Kill Chain Concept
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Table 10. Attack Damage Division

Degree State Attack Damage
Information disclosure
B Bypass authentication
1 Front-fnd Account takeover
Hijacking authority
Control of the DB
2 Back-End Control of the system
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Table 11. Attack Damage Division
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Table 12. Branch additional attacks

C&C2) Decision Next Step
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Table 13. Case 1 Compare

. Risk(Priority)
Cycle Vulnerability
Pre Result
1 File download 6(3) 6(2)
2 Cookie tampering 7(2) 3.5(3)
3 SQL Injection 8(1) 2.6(4)
4 File upload 6(3) 9(1)
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2) C&C = Command & Control

Table 14. Case 2 Compare

. Risk(Priority)
Cycle Vulnerability
Pre Result
1 Web method 6(1) 36(1)
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Table 15. Case 3 Compare

. Risk(Priority)
Cycle Vulnerability
Pre Result
1 Location 62 | 62
disclosure
Weak string
2 strength 7(1) 3.5(3)
3 Vuln-Components | 4.7(3) | 7.36(1)
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Table 16. Case 4 Compare

. Risk(Priority)
Cycle Vulnerability
Pre Result
1 XSS 6(2) 6(1)
2 Insufficient 1) | 3.5(2)
session expiration
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Table 17. Case Priority

Case SUM Case Priority
1 21.1 2
2 36 1
3 16.86 3
4 9.5 4
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Table 18. Final Risk
Rank Vulnerability SR3) | CP4 | FRY»
1 Web method 36 1 36
2 File upload 9 2 4.5
3 File download 6 2 3
4 Vuln-Components | 7.36 3 2.45
5 I.Jocatlon 6 3 9
disclosure
6 Cookie tampering | 3.5 2 1.75
7 XSS 6 4 1.5
8 SQL Injection 2.6 2 1.3
Weak string
9 strength 3.5 3 1.17
10 Insufficient |9 54| g gg
session expiration
V.2 B
B R AR A9 Wk mde PARY %
A A Agte] ofz] kA A BA T 7

3) SR(Single Risk) ] w9 ot #Hkd 93
4) CP(Case Priority) #34 SI¥x= <4
5) FR(Final Risk) SR+CPE E3F #= 3=
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© —Previous Base
Result Base
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Cycle
Fig. 4. Previous-based versus results-based
comparison
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